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Across the healthcare industry, 

medical diagnoses, patient care, 

and back-office administration are 

being digitized—driven by both 

the need for greater efficiency in 

a highly inefficient patchwork of 

systems as well as government 

mandates. With a range of other 

digital initiatives occurring on many 

levels, from intelligent devices and 

monitors to telemedicine, new 

vistas are opening for healthcare, 

providing physicians and caregivers 

real-time access to patient data 

and appropriate therapies, as well 

as connecting patients directly 

to clinicians and organizations. 

Ultimately, digital transformation 

will lead to improved patient 

outcomes—a top priority for every 

healthcare organization. 

The rise of digital healthcare 

makes cybersecurity even more 

critical, particularly with the strict 

regulations intended to protect 

patient privacy. Healthcare systems 

and capabilities are expanding 

rapidly, which means larger attack 

surfaces that need protection. 

Central IT systems need to be 

secure, along with an expanding 

network of medical devices and 

end-user services. Hardware also 

needs to be secured along with 

highly sensitive patient data.

Vulnerabilities to cybersecurity 

attacks have been on the rise at 

healthcare organizations, according 

to Richard Temple, vice president 

and chief information security officer 

for the Deborah Heart and Lung 

Center, which is based in Browns 

Mills, New Jersey. The threat of 

attacks has increased since “the 

value of a stolen medical record 

is so much greater than the value 

of, say, a credit card number or a 

Social Security number. A stolen 

medical record contains so many 

unique data points that comprise 

an individual’s identity, and, at its 

worst, could allow an imposter to 

impersonate someone in order to 

get medical care at no cost and 

distort the rightful owner’s medical 

history by having the imposter’s 

history commingled.”

Chris Gutmann, system director of 

information technology for clinical 

engineering at Yale New Haven 

Health, agrees that the greatest 

cybersecurity threat in healthcare 

is access to patient and employee 

information. “For verification of 

billing, a patient’s record contains 

highly sensitive information, making 

health systems high-value targets for 

cyberthieves. The unique challenges 

to healthcare are the nature and 

volume of implantable devices in 

patients, and the never-ending 

need for real-time data to maintain 

patients’ healing journeys.”

To better understand how 

organizations are approaching 

cybersecurity, Forbes Insights 

surveyed 1,001 security practitioners 

and security executives, in 

partnership with VMware. Data from 

this survey, which covers a range 

of industries, is presented in our 

report “Cybersecurity Trailblazers 

Make Security Intrinsic To Their 

Business,” which also outlines how 

organizations can improve their 

enterprises’ security posture.

This brief details the findings among 

the 150 healthcare respondents. 

Where appropriate, healthcare 

results are contrasted with the 

overall sample.
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1 “Cost of Cyber Crime Study,” Accenture, June 26, 2018.

The average 
annualized cost 
of cybercrime 
to healthcare 
organizations is 
estimated at
$12.5 million.1
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For healthcare organizations, digital 

transformation has become the norm. 

A majority of healthcare executives say 

infrastructure, security controls and 

applications have significantly evolved 

as digital technologies have taken root. 

Most report their security controls have 

been keeping pace with their digital 

controls (Figure 1). 

The urgency of cybersecurity in 

healthcare organizations has not fully 

engaged business leaders in this sector. 

Healthcare security leaders say major 

stakeholders are less aligned with their 

security strategy than other industries. 

Overall, approximately two out of 

three respondents say their business 

leaders are intimately involved in their 

organization’s security processes. 

However, this shows that one in three 

have yet to be engaged. Across other 

industries, more than seven in 10 report 

close alignment (Figure 2).

Healthcare Enterprise Areas 
Seeing Transformational Change

FIGURE 1

T H E  S I T U A T I O N

SECURITY CONTROLS 
(technology, operations) 

INFRASTRUCTURE 
(cloud, network 

compute, storage)

APPLICATIONS 
(architectures, development 

processes, platforms)

57% 55% 55%

FIGURE 2

Stakeholder Alignment 
In Security Strategies

68%
C-SUITE	 72%

65%
CHIEF SECURITY OFFICER 75%

64%LINES OF BUSINESS, 
SVP, GM 74%

63%
BOARD OF DIRECTORS 70%

61%
FUNCTIONAL DIRECTORS 75%

HEALTHCARE OVERALL
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LACK OF SKILLED STAFF

NEED MORE COHERENT 
ENTERPRISE APPROACH 
AND STRATEGY 

44%

NEED FOR STRONGER 
POLICIES AND GUIDELINESV

46%

The challenges faced by healthcare 

security professionals are both 

organizational and technical. The 

greatest organizational challenge is 

budgetary—more than half indicate they 

face budget headwinds in their efforts to 

secure solutions and resources to ensure 

security (Figure 3). 

FIGURE 3

Healthcare Cybersecurity 
Organizational Pain Points 

T H E  S I T U A T I O N

(Represents/highly represents)

51%
NEED MORE BUDGET 54%

44%

LACK OF VISIBILITY 
(e.g., we don’t know what 
we don’t know)

48%

41%
48%

40%LACK	OF	END-USER	
TRAINING OR AWARENESS 47%

40%
46%

33%LACK OF TOP 
EXECUTIVE SUPPORT 41%

HEALTHCARE OVERALL
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The proliferation of systems and end-

user devices presents the greatest 

technical challenge (Figure 4). 

Interestingly, healthcare respondents 

are less sensitive to many of the issues 

that other industries face. For example, 

healthcare executives are less concerned 

with the proliferation and viability of 

their installed security products—39% 

cite the number of products as an issue, 

versus 45% overall. In addition, while 38% 

see their security tools as outdated, this 

is less than the overall sample (43%). 

FIGURE 4

T H E  S I T U A T I O N

Healthcare Cybersecurity 
Technology Pain Points 
(Represents/highly represents)

45%
DIFFICULTIES 
MANAGING DEVICES 
AND APPS ACCESSED 
FROM ANYWHERE 

48%

43%PRODUCTS/SOLUTIONS	
WITH LIMITED 
CAPABILITIES 44%

42%INABILITY OR DELAYS IN 
DETECTING, DISCOVERING 
OR IDENTIFYING THREATS

45%

39%TOO MANY POINT 
PRODUCTS TO TRACK 
AND MANAGE

45%

38%OUTDATED	PRODUCTS/
SOLUTIONS 43%

37%LACK OF SECURITY 
POLICIES ALIGNED TO MY 
APPLICATIONS AND DATA 43%

36%
COMPLEX POLICY 
CONTROLS DUE TO TOO 
MANY PRODUCTS AND 
PROCEDURES

45%

36%VULNERABILITY OF 
IOT DEVICES 43%

31%
INADEQUATE PROTECTION 
FOR APPLICATIONS 
AND DATA INSIDE MY 
PARAMETER

41%

HEALTHCARE OVERALL
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Healthcare respondents report seeing 

a greater number of incidents or 

intrusions than their counterparts in 

other industries, the survey shows. Two 

in five, 40%, say they have experienced 

attacks as a result of password phishing 

among their end-users, versus 34% 

overall.  Another 35% of healthcare 

executives report having identity 

and access issues, versus 27% overall. 

In addition, socially engineered 

malware attacks have been more 

widely reported among healthcare 

organizations, versus only 22% overall 

(Figure 5).

“There really are many different vectors 

through which bad actors can infiltrate 

hospital systems,” Temple says. “There 

is the potential for brute force hacking 

into the hospital’s network, accessing 

IoT devices such as security cameras, 

medical devices like X-ray machines, 

and many others. But the biggest 

vulnerability point is end-users who are 

not attentive.”

Healthcare 
organizations see 
more incidents 
and attacks than 
other industries.

T H E  S I T U A T I O N

FIGURE 5

Top Incidents Experienced 
Over The Past Three Years 

HEALTHCARE OVERALL

PASSWORD PHISHING IDENTITY AND
ACCESS ISSUES

40% 35%34% 27%

SOCIALLY ENGINEERED 
MALWARE

ADVANCED PERSISTENT 
THREATS	(APT)

31% 24%22% 16%

ATTACKS VIA UNPATCHED 
SOFTWARE

SOCIAL MEDIA
CYBERATTACKS

23% 21%20% 23%

DATA	THEFT—ONLINE

19% 21%
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Richard Temple,

Vice President and Chief Information Security Officer, 

Deborah Heart and Lung Center

There really are many 
different vectors through 
which bad actors can 
infiltrate hospital systems. 
There is the potential for 
brute force hacking into 
the hospital’s network, 
accessing IoT devices 
such as security cameras, 
medical devices like X-ray 
machines, and many 
others. But the biggest 
vulnerability point is 
end-users who are not 
attentive.” 
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For security executives and 

practitioners in healthcare, there 

is a long road ahead. Government 

regulations demand strict privacy and 

accountability, mandating security 

processes be woven into every 

application and data store. At the 

same time, very diverse sets of end-

users need to be accommodated and 

educated to achieve alignment and 

encourage security best practices. 

Tellingly, healthcare leaders express less 

confidence than their peers in other 

industries that they are prepared to 

address emerging security challenges. 

Respondents in the healthcare sector 

indicate high levels of confidence in 

their infrastructure—yet this lags the 

overall cross-industry survey group 

(Figure 6).

T H E  S I T U A T I O N

FIGURE 6

Confidence In Addressing 
Emerging Security Challenges

HEALTHCARE OVERALL

INFRASTRUCTURE SECURITY 
PRODUCTS/TOOLS

62% 59%67% 67%

CLOUD SECURITY PROCESS

58% 55%66% 65%

IOT PEOPLE/TALENT

54% 51%57% 59%

DEVICES 
(mobile and desktop)

48% 64%
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The Technology
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It’s key to bake security into technology 

stack design, development and 

deployment from the start, but most 

industries have yet to adopt this approach 

in a complete and comprehensive 

way. The healthcare sector lags 

severely behind—only 9% of healthcare 

organizations fully involve their security 

organizations in decisions across their 

tech stack from the start, compared 

with 25% overall. This means close to 

nine in 10 healthcare organizations do 

not inherently build security into their 

technology-driven processes. 

At the same time, healthcare 

organizations may not be investing 

enough in cybersecurity technologies 

and programs. “Investing in cybersecurity 

technologies is certainly more top of 

mind than it ever has been, and there has 

been a trend toward increased funding in 

this area. But we still have quite a ways to 

go,” says Temple. To accomplish this, he 

advocates that cybersecurity investments 

within the healthcare sector “go 

beyond merely technological solutions 

and be targeted toward all aspects of 

preventative protection and incident 

planning and response.”

Close to nine 
in 10 healthcare 
organizations do 
not inherently 
build security into 
their technology-
driven processes.

T H E  T E C H N O L O G Y
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Healthcare industry investments in 

advanced analytics approaches also lag. 

Only 18% of respondents plan to invest 

in artificial intelligence for their security 

strategy, versus 26% overall. As is the 

case in other industries, healthcare 

leaders are focused on cloud, 

infrastructure and device security 

(Figure 7). 

What’s needed are “investments in 

monitoring systems that, through 

artificial intelligence, can understand 

behavior of particular devices and 

flag and alert someone if it observes 

behavior that significantly deviates 

from the norm,” says Temple. “For 

example, if the system were to see 

an X-ray machine sending files to an 

overseas country when it has never 

sent a file outside the country before, 

that would constitute a major red flag, 

and an urgent alert would be sent to 

someone so it can be looked at as soon 

as possible. Other ongoing security 

initiatives, such as firewalls, need to play 

an important role in the mix.”

T H E  T E C H N O L O G Y

FIGURE 7

Top Areas For Security Investment 
Over The Next Three Years

47%
CLOUD SECURITY 48%

40%
INFRASTRUCTURE SECURITY 38%

40%
DEVICE SECURITY 38%

39%
THREAT SECURITY 41%

38%
IOT SECURITY 36%

28%APPLICATION BEHAVIOR 
AND WHITELISTING 22%

26%

18%

SECURITY MANAGEMENT 
AND POLICY

USING AI AND ML IN 
SECURITY POLICY

35%

26%

HEALTHCARE OVERALL
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Across the technology spectrum, 

healthcare values network, public cloud 

and storage infrastructure to improve 

security capabilities. Close to eight in 

10 indicate they pay a lot of attention 

to their networking infrastructure to 

achieve heightened states of security—

in line with the overall industry average. 

In addition, close to three-fourths now 

see public cloud services as essential 

to their cybersecurity posture as well 

(Figure 8). Two-thirds of healthcare 

respondents indicate some security 

measures are now handled by cloud 

providers, which is less than the overall 

sample (Figure 9). Identify and firewall 

services are the most common areas 

delivered by cloud providers.  

T H E  T E C H N O L O G Y

FIGURE 8

How Valuable Are The Following 
Technologies And Solutions To Your 
Cybersecurity Strategy?

78%NETWORK 
INFRASTRUCTURE 79%

66%
DESKTOP COMPUTE 69%

71%PUBLIC CLOUD 
INFRASTRUCTURE 73%

66%
MOBILE DEVICE 72%

69%STORAGE 
INFRASTRUCTURE 75%

64%COMPUTE 
INFRASTRUCTURE 73%

67%
APPLICATION 74%

56%
VIRTUALIZATION 69%

HEALTHCARE OVERALL
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Cloud is helping companies within 

healthcare to address security issues 

that may have been too complex for on-

site staff to manage. “Our organization 

has moved its electronic medical 

record hosting to the cloud, and it was 

a very conscious decision as we have 

a small, but mighty, team of network 

engineers,” says Temple. “With the 

magnitude of the potential impact of a 

data disaster, we thought it wise to turn 

the hosting baton over to a third-party 

organization whose sole raison d’être is 

maintenance of healthcare systems. We 

could never afford 24/7 constant system 

monitoring while maintaining local 

systems and handling the day-to-day, 

so we were able to get ourselves access 

to an army of resources to swarm on 

the system in the event disaster strikes. 

A real win for us.”

T H E  T E C H N O L O G Y

FIGURE 9

How Cloud Adoption Has Changed 
Security Strategies 

34%MANY SECURITY 
MEASURES NOW HANDLED 
BY	CLOUD	PROVIDER(S)

34%

34%SOME SECURITY MEASURES 
NOW HANDLED BY CLOUD 
PROVIDER(S)

43%

22%
NO CHANGES 17%

10%DON’T	KNOW/NOT	
APPLICABLE 6%

HEALTHCARE OVERALL
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& Processes
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Healthcare organizations have many 

moving parts, but in just about every 

case, people—clinicians, administrators, 

technologists and patients—are essential 

links in the chain. Time is critical as the 

ability to deliver data and diagnosis can 

be a matter of life and death. Healthcare 

organizations cannot afford to have 

their systems down or compromised for 

any length of time. In addition, unlike 

a financial breach, in which the victim 

can be made whole, once patient data is 

breached and compromised, the impact 

may be permanent.

While healthcare organizations are able 

to tend to security events at a faster pace 

than industries overall, they express just 

as much impatience with the pace of 

progress (Figures 10 and 11).

LESS THAN ONE HOUR

NOT SATISFIED AT ALL

MULTIPLE HOURS TO 
ONE DAY

SOMEWHAT SATISFIED

MULTIPLE DAYS TO 
ONE WEEK

MOSTLY SATISFIED

MORE THAN ONE WEEK

HIGHLY SATISFIED

FIGURE 10

FIGURE 11

Length Of Time To Resolve 
A Security Issue

Satisfaction With Length Of Time 
To Resolve A Security Issue

T H E  P E O P L E  A N D  P R O C E S S E S

10%

6%

50%

28%

21%

43%

18%

22%

10%

7%

41%

29%

30%

39%

18%

24%

HEALTHCARE

HEALTHCARE

OVERALL

OVERALL
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To be able to quickly and effectively deal 

with security challenges, healthcare 

organizations leverage both technology 

and partners. A majority of healthcare 

leaders indicate they rely on the latest 

security tools and technologies to 

address their security challenges. 

This exceeds the reliance on new 

technologies from other industries. 

Partnerships are also important to 

healthcare organizations seeking 

to secure their data and systems, as 

indicated by 39%. Again, this is a higher 

level of reliance than what is seen across 

the broader survey group. 

Changes to internal processes and 

ways of doing business also figure 

prominently as remedies in healthcare 

settings, mentioned by 38%, who 

implemented new or additional policies 

and procedures to manage cybersecurity 

threats. A similar number have also 

taken action to upgrade the skills and 

capabilities of their cybersecurity teams. 

However, end-user training is relatively 

low on the list, cited by only 24%, which 

trails the overall industry average. The 

diversity of end-users in healthcare 

settings makes such training a challenge 

(Figure 12).

T H E  P E O P L E  A N D  P R O C E S S E S

FIGURE 12

Actions Taken To Improve 
Responsiveness To Security Issues

53%ACQUIRED NEW 
SECURITY	TOOLS/
SOLUTIONS

45%

39%BROUGHT IN OUTSIDE 
EXPERTISE 31%

38%IMPLEMENTED NEW OR 
ADDITIONAL POLICIES 
AND PROCEDURES

38%

37%SPONSORED TRAINING AND 
EDUCATION FOR SECURITY 
TEAM MEMBERS

34%

33%MODIFIED/UPDATED	
ACCEPTABLE USE POLICIES 35%

24%REDESIGNED RESPONSE 
PROCESSES 27%

24%

3%

2%

SPONSORED TRAINING 
AND EDUCATION FOR 
END-USERS

DON’T	KNOW/UNSURE

NONE TAKEN

32%

3%

3%

HEALTHCARE OVERALL
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Healthcare security executives and practitioners 

need to prepare for the transformative changes 

that are sweeping organizations. 

Here are the trends that will shape the industry 

over the coming years.

The Future
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There needs to be a zero-
trust policy for application 
behavior, devices and access. 
When it comes to this form of 

prevention, healthcare is the 

lowest of all industries, the survey 

finds (58% versus 66% overall). In 

addition, healthcare organizations 

rank lowest in their confidence in 

strategies to identify “known good” 

application behavior for an effective 

zero-trust application strategy (12% 

versus 26% overall). It’s imperative 

that healthcare organizations 

move to adopt zero trust across all 

applications and interfaces, which 

stipulates that systems should 

automatically verify all requests for 

connectivity or access, and not trust 

anything from within or without.

End-user and IoT devices will 
proliferate within healthcare 
settings, requiring more 
intrinsic security. Endpoints 

are an important area for security 

investments. However, healthcare 

has lower levels of security within 

IoT compared with other industries. 

Only 60% say IoT is built into their 

security infrastructures, versus  

71% overall. 

Devices—both personal and 

corporate—will continue to advance 

in healthcare settings, carried 

by physicians, nurses and allied 

health professionals, as well as by 

business-side administrators. In 

addition, patients are increasingly 

relying on health services delivered 

via the web and mobile apps 

for scheduling appointments 

and accessing online diagnostic 

services. Smartphones and tablets 

already proliferate. 

On the horizon are wearable 

and attached devices that will 

automatically stream or upload 

data to centralized systems. 

While end-user training will help, 

attacks are bound to get through, 

which is why, from a technology 

perspective, organizations need 

to lower the attack surface with 

security built into the infrastructure 

so that when it bypasses users, 

potential damage can be limited.

Healthcare organizations need 
to ensure that their staffs 
and clinicians are prepared to 
address cybersecurity events. 
With the wide attack surface 

and the complexities of digital 

interactions, end-users serve as the 

first line of defense. As shown in the 

survey, most attacks in healthcare 

organizations arrive via phishing 

attacks and socially engineered 

malware—all preventable to a 

large degree through end-user 

awareness and education. 

“In healthcare, we are highly aware 

of the sensitivity of information,” 

says Gutmann. “Employees in every 

department understand we have 

the privilege and responsibility to 

serve our patients. We are most 

vulnerable as an organization 

when the cyberattack exploits the 

kindness and attentiveness of staff 

through phishing emails.”

“Since we know that no system 

can offer complete protection at 

all times, hospitals need to invest 

in developing clear, unambiguous 

methodologies for how they 

will respond in the event of a 

major system compromise,” 

says Temple. “Who would be on 

the rapid-response committee? 

What one-time capabilities might 

we grant someone lower in the 

organization to make decisions 

to cut certain computers off from 

the internet to minimize the 

spread of malware? How does 

the organization handle media 

inquiries? Although these pieces 

do not cost a ton of money, per se, 

they involve having key leaders in 

drills on a periodic basis and having 

to drop what they are doing to 

address the unfortunate situation.” 
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Increasing consideration of 
cloud or third-party options to 
deliver security capabilities. 
Until recently, security was seen as 

a drawback of moving to the cloud. 

Now, cloud providers can deliver 

far more security than on-premises 

sites. However, it’s notable that 60% 

of healthcare respondents in the 

survey cite an “inability to control 

the elements of the infrastructure 

end to end” as a high-risk factor 

for cloud deployments, versus 

45% of their counterparts across 

all industries. 

Yale New Haven Health sees cloud 

as a long-term cybersecurity 

strategy. “The choices of which 

vendors and the security used 

by those providers is a focus we 

are currently looking at to better 

understand the landscape,” says 

Gutmann. “There are business 

advantages for putting computer 

power and storage in the cloud, 

although making sure that 

all companies along the data 

chain of custody align to our 

security protocol has consumed 

tremendous resources during 

due diligence.”

Healthcare business, security 
and medical team leaders 
need to foster open and 
frequent communication on 
security concerns. Cybersecurity 

is an ongoing challenge that affects 

every part of the enterprise. This 

requires that processes and work 

habits be constantly examined 

and adjusted to meet security 

needs. The enhanced attention 

to processes that occurs within a 

robust and holistic cybersecurity 

strategy can help streamline and 

improve the way business 

is conducted. 

For more 
information 
on how to turn 
security into 
a competitive 
advantage, read:

Cybersecurity Trailblazers 
Make Security Intrinsic To 
Their Business
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M E T H O D O L O G Y

A C K N O W L E D G M E N T S 

Forbes Insights surveyed 1,001 executives from across the globe 

representing manufacturing, retail, financial services, healthcare, 

government and education. Within this group, 150 respondents 

were with healthcare organizations. From the overall sample, 

more than four in 10 respondents were from the C-suite 

(including chief information security officers, chief information 

officers and chief technology officers), and nearly a quarter were 

in security management roles. Responses were weighted to 

reflect market size.

Forbes Insights and VMware would 
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for their time and expertise:

Chris Gutmann
Systems Director, Information Technology: 

Clinical Engineering,  Yale New Haven Health 

Richard Temple
Vice President/Chief Information Officer, 

Deborah Heart and Lung Center
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